Guidance~to use GIZ filetransfer to sgnd files more than 10 MB
Huwéng déan str dung GIZ filetransfer dé gtvi cac file Ién hon 10 MB

When to be used? / Str dung khi nao?

1. When the file is more than 10 MB. The limit is 15 GB per transaction. .
Khi gt file t&i hodc tir GIZ ¢6 dung lwgng I6n hon 10 MB. Gidi han mét lan giri la 15 GB.

2. When the sender or the recipient has GIZ email address.
Khi nguoi gtvi hodc ngwoi nhan cé dia chi email cua GIZ.

How to be used? / Str dung nhw thé nao?

1. Access to the website https://filetransfer.giz.de with most popular browsers such as:
Truy cép vao trang web https://filetransfer.giz.de qua céc browser phd bién nhu:
. Microsoft Internet Explorer
Microsoft Edge
Firefox
Safari
Google Chrome

2. Click on Provide / Lwa chon Provide

a
Deutsche Gesellschaft
fiir Internationale
Zusammenarbeit (61Z) GmbH

If you want to send data to another person, click on 'Provide'. If you have received
a transfer ID and want to download the files, click on 'Retrieve'.

Provide Retrieve

@cryptsiare

4.6.1.5427 licensed for

it (GIZ) GmbH
2021 Cryptshare AG

3. Insert information of the sender’s name, phone number, email address
Dién théng tin cta nguwoi gtvi: tén, sé dién thoai lién lac, dia chi email

a
Deutsche Gesellschaft
I fr Internationale
Zusammenarbeit (612) GmbH

Your contact details

Please provide your contact details. The system will send this data to the recipient
of your message to allow them to get in touch with you.

Name

Phone

Email

@ cryptshae

4615427 licensed for

2021 Crypishare AG




4,

Insert verification code that is sent to sender’'s email address
Dién méa xac thuc da duoc guvi vé dia chi email cta nguoi guvi

4
Deutsche Gesellschaft
fur Internationale
Zusammenarbeit (GIZ) GmbH

Email Address Verification

An email containing a verification code was sent to ttxx.yyy@giz.de. Please enter
the code below to complete the verification process.

Verification

|

@ Cryptshare’

4.6.1.5427 licensed for Deutsche

2021 Crypishare AG

Insert the recipient’s email address: VN_PoG_Quotation@giz.de
Dién dja chi email cua ngudi nhédn: VN_PoG_Quotation@giz.de

Recipients

Enter the email addresses of the recipients. You can insert email lists from external sources using the clipboard.

. [oc ][ == |

vn_pog_quotation@giz.de] X

® cryptshare
4.6.1.5427 licensed for Deutsch fuer (GIZ) GmbH
2021 Crypishare AG

Upload files. Files can be added in one transaction. The total limit per transaction is 15 GB.
Tai files Ién. Co6 thé tai nhiéu file mét Ian. Dung lrong tong téi da la 15 GB mét lan chyén file.

4 (1]
Deutsche Gesellschaft 4
fir Internationale
Zusammenarbeit (61Z) GmbH

Add confidential message

Besides the tothe you can add an
message to this transfer. The recipients will receive this message as an additional

file attached to this transfer. -
X Add >

Add Files

The maximum transfer volume is 15.0 GB

Drag & Drop

Q Cryptshare’
46.1.5427 licensed for mbH
2021 Cryptshare AG




7. Assign password either by choosing Generate password which is provided automatically or
Enter password which is set up by the sender and needs to be of good strength.
Chon méat khau bang 1 trong 2 cach Generate password do phan mém cung cép tw déng hodc
Enter password do nguoi dung thiét Iap va can phai & mirc do an toan cao.

Please take note of generated password or your password. Once clicking on Next to encrypt
the files, the page cannot go back.

Hay ghi lai mat khdu do phédn mém cung cép hodc mét khdu do ban tao. Mét khi nhan nut Next
dé ma hoa tai liéu thi khéng thé quay lai trang trude.

The password is to be sent to the recipient in a separate email and not be included in the
notification message in Step 8.

Mét khdu sé duoc ngudi guri chuyén cho ngudi nhan qua mét email riéng va khéng dua vao noi
dung phéan Notification Message & Buéc 8.

The files remain encrypted during transfer process and cannot be read by others.
Céc file dwoec ma héa trong qua trinh gtvi va khéng ai c6 thé doc dugrc cac file nay.

~lransrer uptons
Expiration Date Recipient language
‘ 12, Jun 2021 English -
Notification Options

Send me a notification email about this upload
Inform me as soon as a file has been retrieved
Expose filenames in notification mails

Security Settings
@» QUICK

Security without passwords

Please write down this password or keep it in mind in order to give it to the
recipients afterwards.

O Generate password Password

@ Enter password ‘ .........

8. Start transfer process / Bit dau gt file
H Deutsche Gesellschaft
QI ==

Recipient Notification

Subject

Tender code / Bidder EYZ

H|IBI US|XDEBGE &= 3=

Dear Sir or Madam,

Confidential data has been sent to you by <<Bidder name>> for the tender
ABC. You can download the data until 12, Jun 2021. After the expiration date
has exceeded the data will be deleted automatically from the server.

The fransfer is secured by encryption.

® | Start Transfer >

Subject line should mention: Tender code + Technical/Financial offer + Bidder's name
Dong tiéu dé nén ghi: Ma sé thau + Ho so Ki thuat/Tai chinh + Tén nha thau
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Once the files are transferred, you will see this summary screen. That means the transferring files is
successful. Please DO NOT click on Revoke if you don’t want to withdraw the files transferred.

If files are revoked, they are not sent to the recipient’s email address.

Sau khi chuyén file xong, ban sé thay théng tin tém tat nhw trén hinh. Biéu nay nghia la viéc chuyén
files da thanh céng. Pirng bam nut Revoke néu ban khéng mudn thu hdi céc files da chuyén.

Triéu hoi files nghia la céc file sé khéng duoc guvi dén email ctia nguoi nhan.

Please reserve sufficient time (at least 1 hour before deadline) for uploading and ensure quality
of Internet connection while transferring. It may take long to complete the transfer due to high
volume of files. The transfer should be successfully done by the deadline announced. Time is
recorded on email thus, we cannot consider bids that arrive after the deadline.

Hay danh du thoi gian cho viéc tai cac file (ti thiéu 1 tiéng truée thoi han ndp hé so) va dém bao chét
luong duong truyén Internet trong khi truyén tai files. S& mét nhiéu thoi gian hon cho céc file c6 dung
luong Ién. Viéc chuyén file phai thanh céng truée thoi han duoc théng bao. Email ghi nhén thoi gian,
do vay, chung téi khéng thé can nhic céc files duoc chuyén dén sau thoi han.

9. Send a separate email to the recipient's email address to inform about the file transfer and
password to retrieve the files.
Théng béo cho nguoi nhan vé viéc gui files qua Filetransfer va mét khdu dé tai files qua mét
email riéng.

10. The sender and recipient will receive notification message from GIZ filetransfer via email and the

link to download the files. Please keep this email from GIZ filetransfer for further clarification
if required. With the password informed by the sender, the recipient can download the encrypted
files from GIZ filetransfer.
Nguoi gti va ngurdi nhédn sé duoc théng béo tir GIZ filetransfer qua email véi duong link dé tai
files vé. Hay luu lai email nay ctia GIZ filetransfer cho truong hop ching téi can thém théng tin.
Vi mat khadu nhan duoc tir nguoi givi, ngudi nhan cé thé tai céc file xubng tr trang web cua GIZ
filetransfer.



